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Trentadue v. CIA Vaughn Index

FOIA/PA Request No.: F-2007-00513
Document Number: C05354223
Date of Document: April 25, 1995
Document Type: Cable
Classification: Secret
From/To: CIA Headquarters/Field
Subject: Information Relating to the Bombing in Oklahoma City

Document Pages: 3

FOIA Exemptions: Privacy Act Exemptions : Disposition:
X (b) (1) 1 (d)(5) @ Denied in Full
1 (b) (2) G M _ Partial Release
X (b) (3) 0@ _ Released in Full
L (b) (4) (k) (1)  Referred to Third Agency
[ (6) (5) X
> (b) (6) L1 (k) (5)
;3 (b) (7) (c)
—(b) (7) (d)
— (b) (7) (e)
1 (b) (7) ()
Document Description : This document is a 3-page, 5-paragraph cable (including

1/2-page of distribution information) that is dated April 25, 1995. The cable relays background
information on a source who proved information to the CIA regarding the Oklahoma City
bombing. It is classified SECRET.

The document is withheld in its entirety on the basis of FOIA Exemptions (b)(1), (b)(3)
and (b)(6).

Exemption (b)(1) and (b)(3) - This document is withheld in its entirety on the basis of
Exemption (b)(1). This document contains information relating to intelligence activities
(including special activities), intelligence sources, intelligence methods, and foreign relations or
foreign activities of the United States, including confidential sources that is properly classified
pursuant to section 1.4(c), and 1.4(d) of Executive Order 12958, as amended, and is thus
protected from disclosure by Exemption (b)(1). This document is also withheld in its entirety on
the basis of Exemption (b)(3). This document contains information relating to intelligence
sources and/or methods, which are specifically exempted from disclosure by Section 102A(i)(1)
of the National Security Act of 1947, as amended, 50 U.S.C.A. § 403-1(i)(1) (West Supp. 2008)
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and Section 6 of the Central Intelligence Act of 1949, as amended, 50 U.S.C.A. § 403g (West
Supp. 2008), and thus is protected from disclosure by Exemption (b)(3). FOIA exemptions
(b)(1) and (b)(3) were invoked to protect the identity of a human source (as well as the identity
of a subsource), specific intelligence they provided (which, if released, could adversely impact
U.S.-foreign relations), information sharing, CIA information and assessment of the sources, the
location of a covert CIA facility, and CIA business practices.

Exemption (b)(3) - The CIA Act - This document is withheld in part on the basis of
Exemption (b)(3). This document contains information relating to the organization, functions,
and names of persons employed by the CIA that is specifically exempted from disclosure by
section 6 of the Central Intelligence Act of 1949, as amended, 50 U.S.C.A. § 403g (West Supp.
2008), and thus is protected from disclosure by Exemption (b)(3). Information withheld pursuant
to FOIA exemption (b)(3) includes, but is not limited to, CIA administrative information, the
names of CIA officers, a CIA internal telephone number, and other CIA employee identifying
information.

Exemption (b)(6) - This document is withheld in part on the basis of Exemption (b)(6).
This document contains certain personal information, which, if disclosed, would constitute a
clearly unwarranted invasion of personal privacy. The public interest in disclosure of this
information does not outweigh the harm to the individual whaose privacy would be violated, and
thus the information is protected from disclosure by Exemption (b)(6). Information withheld
pursuant to FOIA exemption (b)(6) includes the name of a FBI agent and their phone number as
well as the names of the sources who provided intelligence to the CIA (as well as identifying
information about them).

This document is withheld in its entirety because there is no meaningful non-exempt
information that can be reasonably segregated from the exempt information.

Case Number: LD-2008-00384
Judge's Initials: CW
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Trentadue v. CIA Vaughn Index

FOIA/PA Request No.: F-2007-00513
Document Number: C05354268
Date of Document: April 27, 1995
Document Type: Cable
Classification: Secret
From/To: CIA Headquarters/Field
Subject: Information Relating to the Bombing in Oklahoma City

Document Pages: 2

FOIA Exemptions : Privacy Act Exemptions : Disposition :
X (b) (1) 1 (d) (5) @ Denied in Full
() () L1 () (1) _ Partial Release
> (b) (3) (X O Released in Full
_ (b) (4) (k) (1 ) O Referred to Third Agency
_(b) (3) L1 (k) ()
1 (b) (6) “1 (k) (5)
1 (b) (7) ()
1 (b) (7) (d)
_1(B) (7) (e)
L1 (b) (7) (f)
Document Description : This document is a 2-page, 8-paragraph cable (including 1/2-page

of distribution information) that is dated April 27, 1995. It provides intelligence information
relating to a claim of responsibility for the Oklahoma City bombings. It is classified SECRET.

The document is withheld in its entirety on the basis of FOIA Exemptions (b)(1) and
(b)3).

Exemption (b)(1) and (b)(3) - This document is withheld in its entirety on the basis of
Exemption (b)(1). This document contains information relating to intelligence sources,
intelligence methods, and foreign relations or foreign activities of the United States, including
confidential sources that is properly classified pursuant to section 1.4(c) and 1.4(d) of Executive
Order 12958, as amended, and is thus protected from disclosure by Exemption (b)(1). This
document is also withheld in its entirety on the basis of Exemption (b)(3). This document
contains information relating to intelligence sources and/or methods, which are specifically
exempted from disclosure by Section 102A(i)(1) of the National Security Act of 1947, as
amended, 50 U.S.C.A. § 403-1(i)(1) (West Supp. 2008) and Section 6 of the Central Intelligence
Act of 1949, as amended, 50 U.S.C.A. § 403g (West Supp. 2008), and thus is protected from
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disclosure by Exemption (b)(3). FOIA exemptions (b)(1) and (b)(3) were invoked to protect,
among other things, the locations of covert CIA facility, information regarding foreign liaison,
and CIA analysis regarding a claim of responsibility for the Oklahoma City bombing. Disclosure
of the classified information withheld pursuant to FOIA exemptions (b)(1) and (b)(3) reasonably
could be expected to result in serious damage to the national security of the United States.

Exemption (b)(3) - The CIA Act - This document is withheld in part on the basis of
Exemption (b)(3). This document contains information relating to the organization, functions,
and names of persons employed by the CIA that is specifically exempted from disclosure by
section 6 of the Central Intelligence Act of 1949, as amended, 50 U.S.C.A. § 403g (West Supp.
2008), and thus is protected from disclosure by Exemption (b)(3). Information withheld pursuant
to FOIA exemption (b)(3) includes, but is not limited to, CIA administrative information, the
names of CIA officers, an internal CIA phone number, and other CIA employee identifying
information.

This document is withheld in its entirety because there is no meaningful non-exempt
information that can be reasonably segregated from the exempt information.

Case Number: LD-2008-00384
Judge's Initials : CW
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Trentadue v. CIA Vaughn Index

FOIA/PA Request No.: F-2007-00513
Document Number: C05354301
Date of Document: May 1, 1995
Document Type: Cable
Classification: Secret
From/To: Field/CIA Headquarters
Subject:  Possible Information Relating to the Bombings in Oklahoma City

Document Pages: 2

FOIA Exemptions : Privacy Act Exemptions : Disposition :
> (b) (1) L1(d)(5) @ Denied in Full
L1 (b) (2) LGy ) O Partial Release
X (b) (3) 1 G) (2) O Released in Full
L1 (b) (4) L1 (k) (1) O Referred to Third Agency
. (b) (3) L (k) (2)
X (b) (6) 1 (k) (5)
1 (b) (7) ()
(o) (7) (@)
L (b) (7) (e)
L (b) (7) (F)
Document Description : This document is a 2-page, 4-paragraph cable, (including 1/2-page

of distribution information) dated May 1, 1995. It is from CIA officers in the field to CIA
officers at CIA Headquarters providing intelligence information possibly related to the bombings
that occurred in Oklahoma City. It is classified SECRET.

The document is withheld in its entirety on the basis of FOIA Exemptions (b)(1), (b)(3),
and (b)(6).

Exemption (b)(1) and (b)(3) - This document is withheld in its entirety on the basis of
Exemption (b)(1). This document contains information relating to intelligence activities
(including special activities), intelligence sources, intelligence methods, and foreign relations or
foreign activities of the United States, including confidential sources that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended, and is thus
protected from disclosure by Exemption (b)(1). This document is also withheld in its entirety on
the basis of Exemption (b)(3). This document contains information relating to intelligence
sources and/or methods, which are specifically exempted from disclosure by Section 102A(1)(1)
of the National Security Act of 1947, as amended, 50 U.S.C.A. § 403-1(i)(1) (West Supp. 2008)
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and Section 6 of the Central Intelligence Act of 1949, as amended, 50 U.S.C.A. § 403g (West
Supp. 2008), and thus is protected from disclosure by Exemption (b)(3). FOIA exemptions
(b)(1) and (b)(3) were invoked to protect, among other things, the locations of covert CIA field
stations, the identity of a human source, and cryptonyms. Disclosure of the classified
information withheld pursuant to FOIA exemptions (b)(1) and (b)(3) reasonably could be
expected to result in serious damage to the national security of the United States.

Exemption (b)(3) - The CIA Act - This document is withheld in part on the basis of
Exemption (b)(3). This document contains information relating to the organization, functions,
and names of persons employed by the CIA that is specifically exempted from disclosure by
section 6 of the Central Intelligence Act of 1949, as amended, 50 U.S.C.A. § 403g (West Supp.
2008), and thus is protected from disclosure by Exemption (b)(3). Information withheld pursuant
to FOIA exemption (b)(3) includes, but is not limited to, names of CIA employees, and CIA
administrative information.

Exemption (b)(6) - This document is withheld in part on the basis of Exemption (b)(6).
This document contains certain personal information, which, if disclosed, would constitute a
clearly unwarranted invasion of personal privacy. The public interest in disclosure of this
information does not outweigh the harm to the individual whose privacy would be violated, and
thus the information is protected from disclosure by Exemption (b)(6). Information withheld
pursuant to FOIA exemption (b)(6) includes the names and identifying information of persons

named by the human source as persons of interest in the Oklahoma City bombing.
EE S

This document is withheld in its entirety because there is no meaningful non-exempt
information that can be reasonably segregated from the exempt information.

Case Number: LD-2008-00384
Judge's Initials: CW
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Trentadue v. CIA Vaughn Index

FOIA/PA Request No.:  F-2007-00513
Document Number: C05354333
Date of Document: May 2, 1995
Document Type: Cable
Classification: Secret
From/To: Field/CIA Headquarters

Subject: Meeting Summary

Document Pages: 2
FOIA Exemptions: Privacy Act Exemptions : Disposition:
X (b) (1) (1 (d) (5) @ Denied in Full
L1 (b)(2) BROXQ)) O Partial Release
> (b) (3) 1) (2 O Released in Full
_1 (b) (4) L1(k) (1)  Referred to Third Agency
_1(b) (5) (k) (2)
§ (b) (6) _ (k) (9)
1 (b) (7) (c)
L1 (b) (7) (d)
L1 (b) (7) (e)
L1 (b) (7) (F)
Document Description : This document is a 2-page, 3-paragraph cable (including 1/2-page

of distribution information) that is dated May 2, 1995. It relays intelligence provided by a human
source regarding the Oklahoma City bombings. It is classified SECRET.

The document is withheld in its entirety on the basis of FOIA Exemptions (b)(1), (b)(3)
and (b)(6).

Exemption (b)(1) and (b)(3) - This document is withheld in its entirety on the basis of
Exemption (b)(1). This document contains information relating to foreign government
information, intelligence activities (including special activities), intelligence sources, intelligence
methods, and foreign relations or foreign activities of the United States, including confidential
sources that is properly classified pursuant to section 1.4(b), 1.4(c), and 1.4(d) of Executive
Order 12958, as amended, and is thus protected from disclosure by Exemption (b)(1). This
document is also withheld in its entirety on the basis of Exemption (b)(3). This document
contains information relating to intelligence sources and/or methods, which are specifically
exempted from disclosure by Section 102A(i)(1) of the National Security Act of 1947, as
amended, 50 U.S.C.A. § 403-1(i)(1) (West Supp. 2008) and Section 6 of the Central Intelligence
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Act of 1949, as amended, 50 U.S.C.A. § 403g (West Supp. 2008), and thus is protected from
disclosure by Exemption (b)(3). FOIA exemptions (b)(1) and (b)(3) were invoked to protect the
location of a covert CIA field station, cryptonnyms, the identity of a human source, information
sharing, and foreign government information provided by the source. Disclosure of the classified
information withheld pursuant to FOIA exemptions (b)(1) and (b)(3) reasonably could be
expected to result in serious damage to the national security of the United States.

Exemption (b)(3) - The CIA Act - This document is withheld in part on the basis of
Exemption (b)(3). This document contains information relating to the organization, functions,
names, official titles, or numbers of persons employed by the CIA that is specifically exempted
from disclosure by section 6 of the Central Intelligence Act of 1949, as amended, 50 U.S.C.A. §
403g (West Supp. 2008), and thus is protected from disclosure by Exemption (b)(3). Information
withheld pursuant to FOIA exemption (b)(3) includes, but is not limited to, and CIA
administrative information.

Exemption (b)(6) - This document is withheld in part on the basis of Exemption (b)(6).
This document contains certain personal information, which, if disclosed, would constitute a
clearly unwarranted invasion of personal privacy. The public interest in disclosure of this
information does not outweigh the harm to the individual whose privacy would be violated, and
thus the information is protected from disclosure by Exemption (b)(6). Information withheld
pursuant to FOIA exemption (b)(6) includes the name of a FBI agent.

oKk Kk
This document is withheld in its entirety because there is no meaningful non-exempt

information that can be reasonably segregated from the exempt information.

Case Number: LD-2008-00384
Judge's Initials: CW
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Trentadue v. CIA Vaughn Index

FOIA/PA Request No.: F-2007-00513
Document Number: C05354340
Date of Document: May 9, 1995
Document Type: Cable
Classification: Secret
From/To: CIA Headquarters/FBI, ATF, Department of State, and Secret Service
Subject: Terrorism: Unsubstantiated Intelligence Information

Document Pages: 3

FOIA Exemptions: Privacy Act Exemptions : Disposition :
X (b) (1) L (d) (5) @ Denied in Full
1 (b) (2) O G) (1) O Partial Release
X (b) (3) O () ) O Released in Full
1 (b) (4) L (k) (1) O Referred to Third Agency
L1 (b) (5) L1 (k) (2)
% (b) (6) L1 (k) (5)
L1 (b) (7) (c)
L (b) (7) (d)
L1 (b)(7) (e)
L1 (b) (7) (f)
Document Description : This document is a 3-page, 2-paragraph cable (including 1-page of

distribution information) that is dated May 9, 1995. The cable provides unsubstantiated
intelligence information about the Oklahoma City bombings. It is classified SECRET.

The document is withheld in its entirety on the basis of FOIA Exemptions (b)(1), (b)(3),
and (b)(6).

Exemption (b)(1) and (b)(3) - This document is withheld in its entirety on the basis of
Exemption (b)(1). This document contains information relating to intelligence activities
(including special activities), intelligence sources, intelligence methods, and foreign relations or
foreign activities of the United States, including confidential sources that is properly classified
pursuant to section 1.4(c), and 1.4(d) of Executive Order 12958, as amended, and is thus
protected from disclosure by Exemption (b)(1). This document is also withheld in its entirety on
the basis of Exemption (b)(3). This document contains information relating to intelligence
sources and/or methods, which are specifically exempted from disclosure by Section 102A(i)(1)
of the National Security Act of 1947, as amended, 50 U.S.C.A. § 403-1(i)(1) (West Supp. 2008)
and Section 6 of the Central Intelligence Act of 1949, as amended, 50 U.S.C.A. § 403g (West
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Supp. 2008), and thus is protected from disclosure by Exemption (b)(3). FOIA exemptions
(b)(1) and (b)(3) were invoked to protect the location of a covert CIA facility, the identity of a
human source, and CIA analysis regarding the source, the intelligence the source provided, and
information sharing.

Exemption (b)(3) - The CIA Act - This document is withheld in part on the basis of
Exemption (b)(3). This document contains information relating to the organization, functions,
and names of persons employed by the CIA that is specifically exempted from disclosure by
section 6 of the Central Intelligence Act of 1949, as amended, 50 U.S.C.A. § 403g (West Supp.
2008), and thus is protected from disclosure by Exemption (b)(3). Information withheld pursuant
to FOIA exemption (b)(3) includes, but is not limited to, CIA administrative information, CIA
employee names, and phone numbers.

Exemption (b)(6) - This document is withheld in part on the basis of Exemption (b)(6).
This document contains certain personal information, which, if disclosed, would constitute a
clearly unwarranted invasion of personal privacy. The public interest in disclosure of this
information does not outweigh the harm to the individual whose privacy would be violated, and
thus the information is protected from disclosure by Exemption (b)(6). Information withheld
pursuant to FOIA exemption (b)(6) includes the name of the source, the source's address and
telephone number, and identifying information regarding another individual named by the source.

k ok % %
This document is withheld in its entirety because there is no meaningful non-exempt

information that can be reasonably segregated from the exempt information.

Case Number: LD-2008-00384
Judge's Initials : CW
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Trentadue v. CIA Vaughn Index

FOIA/PA Request No.: F-2007-00513
Document Number: C05354351
Date of Document: May 10, 1995
Document Type: Cable
Classification: Secret
From/To: Field/CIA Headquarters

Subject: Terrorism/Oklahoma City: Possible Identification of Suspect

Document Pages: 3
FOIA Exemptions: Privacy Act Exemptions : Disposition :
X (b) (1) L1 (d) (5) @ Denied in Full
_1(b)(2) YOXG) O Partial Release
X (b) (3) () (2 O Released in Full
_(b) (4) (k) (1) O Referred to Third Agency
_ (b) (5) (k) (2)
§ (b) (6) — (k) ()
= (B) (7) (c)
L1 (b) (7) (d)
L1 (b) (7) (e)
1 (b) (7) ()
Document Description : This document is a 3-page, 12-paragraph cable (including 1/2-page

of distribution information) that is dated May 10, 1995. The cable relays information provided
by a foreign government about the possible identification of a suspect in the Oklahoma City
bombing. It is classified SECRET.

The document is withheld in its entirety on the basis of FOIA Exemptions (b)(1) and
(b)(3), and in part (b)(6).

Exemption (b)(1) and (b)(3) - This document is withheld in its entirety on the basis of
Exemption (b)(1). This document contains information relating to intelligence activities
(including special activities), intelligence sources, intelligence methods, and foreign relations or
foreign activities of the United States, including confidential sources that is properly classified
pursuant to section 1.4(c), and 1.4(d) of Executive Order 12958, as amended, and is thus
protected from disclosure by Exemption (b)(1). This document is also withheld in its entirety on
the basis of Exemption (b)(3). This document contains information relating to intelligence
sources and/or methods, which are specifically exempted from disclosure by Section 102A(i)(1)
of the National Security Act of 1947, as amended, 50 U.S.C.A. § 403-1(i)(1) (West Supp. 2008)
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and Section 6 of the Central Intelligence Act of 1949, as amended, 50 U.S.C.A. § 403g (West
Supp. 2008), and thus is protected from disclosure by Exemption (b)(3). FOIA exemptions
(b)(1) and (b)(3) were invoked to protect, among other things, information from foreign liaison,
the identity of a human source, CIA covert facility, information sharing, and information
provided by the source.

Exemption (b)(3) - The CIA Act - This document is withheld in part on the basis of
Exemption (b)(3). This document contains information relating to the organization, functions,
and names of persons employed by the CIA that is specifically exempted from disclosure by
section 6 of the Central Intelligence Act of 1949, as amended, 50 U.S.C.A. § 403g (West Supp.
2008), and thus is protected from disclosure by Exemption (b)(3). Information withheld pursuant
to FOIA exemption (b)(3) includes CIA administrative information.

Exemption (b)(6) - This document is withheld in part on the basis of Exemption (b)(6).
This document contains information relating to a former pen-pal of a possible suspect, the
disclosure of which would constitute a clearly unwarranted invasion of personal privacy. The
public interest in disclosure of this information does not outweigh the harm to the individual
whose privacy would be violated, and thus the information is protected from disclosure by
Exemption (b)(6). Information withheld pursuant to FOIA exemption (b)(6) includes: (1) the
name of a foreign official; (2) the name of the human source; (3) the identities of people named
as persons of interest by the source; and (4) the address and other identifying information of an
individual named as a person of interest by the source.

ok o ok
This document is withheld in its entirety because there is no meaningful non-exempt
information that can be reasonably segregated from the exempt information.

Case Number: LD-2008-00384
Judge's Initials : CW
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Trentadue v. CIA Vaughn Index

FOIA/PA Request No.: F-2007-00513
Document Number: C05354360
Date of Document: May 4, 1995
Document Type: Cable
Classification: Secret
From/To: Field/CIA Headguarters
Subject: Report of Contact

Document Pages: 2
FOIA Exemptions : Privacy Act Exemptions : Disposition :
X (b) (1) _ 1 (d) (5) @ Denied in Full
1 (b) (2) LGy () O Partial Release
X (b) (3) ) (@ ) Released in Full
C1 (b) (4) 1 (k) (1) O Referred to Third Agency
L1 (b) (5) L1 (k) (2)
L1 (b) (6) L1 (k) (5)
1 (b) (7) (c)
1 (b) (7) (d)
-1 (b) (7) (e)
1 (b) (7) ()
Document Description : This document is a 2-page, 4-paragraph cable (including 1/2-page

of distribution information) that is dated May 4, 1995. The cable relays information about the
Oklahoma City bombing that was obtained from a human source. It is classified SECRET.

The document is withheld in its entirety on the basis of FOIA Exemptions (b)(1) and
(b)(3).

Exemption (b)(1) and (b)(3) - This document is withheld in its entirety on the basis of
Exemption (b)(1). This document contains information relating to intelligence activities
(including special activities), intelligence sources, intelligence methods, and foreign relations or
foreign activities of the United States, including confidential sources that is properly classified
pursuant to section 1.4(c), and 1.4(d) of Executive Order 12958, as amended, and is thus
protected from disclosure by Exemption (b)(1). This document is also withheld in its entirety on
the basis of Exemption (b)(3). This document contains information relating to intelligence
sources and/or methods, which are specifically exempted from disclosure by Section 102A(i)(1)
of the National Security Act of 1947, as amended, 50 U.S.C.A. § 403-1(i)(1) (West Supp. 2008)
and Section 6 of the Central Intelligence Act of 1949, as amended, 50 U.S.C.A. § 403g (West
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Supp. 2008), and thus is protected from disclosure by Exemption (b)(3). FOIA exemptions
(b)(1) and (b)(3) were invoked to protect, among other things, the location of a covert CIA
facility, and cryptonyms. Disclosure of the classified information withheld pursuant to FOIA
exemptions (b)(1) and (b)(3) reasonably could be expected to result in serious damage to the
national security of the United States.

Exemption (b)(3) - The CIA Act - This document is withheld in part on the basis of
Exemption (b)(3). This document contains information relating to the organization, functions,
and names of persons employed by the CIA that is specifically exempted from disclosure by
section 6 of the Central Intelligence Act of 1949, as amended, 50 U.S.C.A. § 403g (West Supp.
2008), and thus is protected from disclosure by Exemption (b)(3). Information withheld pursuant
to exemption (b)(3) includes, but is not limited to, CIA administrative information, and the name
of a CIA officer.

EE O
This document is withheld in its entirety because there is no meaningful non-exempt
information that can be reasonably segregated from the exempt information.

Case Number: LD-2008-00384
Judge's Initials: CW
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Trentadue v. CIA Vaughn Index

FOIA/PA Request No.: F-2007-00513
Document Number: C05354408
Date of Document: May 17, 1995
Document Type: Cable
Classification: Secret
From/To: CIA Headquarters/Field

Subject: Provide Traces on Select Person

Document Pages: 2
FOIA Exemptions: Privacy Act Exemptions : Disposition:
X (b) (1) L1 (d) (5) O Denied in Full
L | (b) (2) L1 @) (1) @ Partial Release
X (b) (3) 1) @) O Released in Full
L1 (b) (4) 1 (k) (1) O Referred to Third Agency
L1 (b) (5) Ll (k) (2)
@ (b) (6) L1 (k) (5)
> (b) (7) (c)
'_P (b) (7) (d)
_.] (b) (7) (e)
L1 (b) (7) (f)
Document Description : This document is a 2-page, 3-paragraph, cable dated May 17, 1995

from CIA officers at CIA Headquarters to CIA officers in the field, requesting field to provide
traces on subject as soon as possible. It is classified SECRET.

The document is withheld in part by the CIA on the basis of FOIA Exemptions (b)(1) and
(b)(3).

Exemption (b)(1) and (b)(3) - This document is withheld in part on the basis of
Exemption (b)(1). This document contains information relating to intelligence sources and
intelligence methods that is properly classified pursuant to the section 1.4(c) of Executive Order
12958, as amended, and is thus protected from disclosure by Exemption (b)(1). This document is
also withheld in part on the basis of Exemption (b)(3). This document contains information
relating to intelligence sources and/or methods, which are specifically exempted from disclosure
by Section 102A(i)(1) of the National Security Act of 1947, as amended, 50 U.S.C.A. §
403-1(i)(1) (West Supp. 2008) and Section 6 of the Central Intelligence Act of 1949, as
amended, 50 U.S.C.A. § 403g (West Supp. 2008), and thus is protected from disclosure by
Exemption (b)(3). FOIA exemptions (b)(1) and (b)(3) were invoked to protect the location of a
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covert CIA facility and information sharing. Disclosure of the classified information withheld
pursuant to FOIA exemptions (b)(1) and (b)(3) reasonably could be expected to result in serious
damage to the national security of the United States.

Exemption (b)(3) - The CIA Act - This document is withheld in part on the basis of
Exemption (b)(3). This document contains information relating to the organization and names of
persons employed by the CIA that is specifically exempted from disclosure by section 6 of the
Central Intelligence Act of 1949, as amended, 50 U.S.C.A. § 403g (West Supp. 2008), and thus
is protected from disclosure by Exemption (b)(3). Information withheld pursuant to FOIA
exemption (b)(3) includes, but is not limited to, CIA administrative information, a CIA employee
name and phone number, and classified methods.

The document is withheld by the FBI in part on the basis of FOIA Exemptions (b)(6) and
(B)(T)(C).

Exemption (b)(6), 5 U.S.C. § 552(b)(6), exempts from disclosure of information "the
disclosure of which would constitute a clearly unwarranted invasion of personal privacy."

Similarly, Exemption (b)(7)(C), 5 U.S.C. § 552 (b)(7)(C) exempts from disclosure:
records or information compiled for law enforecement purposes, but only to the extent that the
production of such law enforcement records or information . . . could reasonably be expected to
constitute an unwarranted invasion of personal privacy.

Before Exemption (b)(7)(C) can be invoked, the FBI must satisfy the Exemption (b)(7)
threshold. Exemption (b)(7) protects from mandatory disclosure records or information
compiled for law enforcement purposes, but only to the extent that disclosure could reasonably
be expected to cause one of the harms enumerated in the subpart of the exemption. See 5 U.S.C.
§ 552(b)(7). Law enforcement agencies like the FBI must demonstrate that the records at issue
are related to the enforcement of federal laws and that the enforcement activity is within the law
enforcement duty of that agency.

The law enforcement duties of the FBI include upholding and enforcing the criminal laws
of the United States. Here, the records in the underlying investigation involve federal crimes
such as conspiracy to use a weapon of mass destruction (18 U.S.C. § 2332a), use of a weapon of
mass destruction (18 U.S.C. §§ 2332a and 2(a) & 2(b)), destruction by explosive (18 U.S.C. §
344(f) and 2(a) & 2(b)), and first degree murder (18 U.S.C. §§ 1114, 1111 and 2(a) & 2(b), and
28 C.F.R. § 64.2(h)). Thus, the underlying investigation in this case falls within the federal law
enforcement duties of the FBIL, and therefore all of the investigative information that is
responsive to plaintiff's request readily meets the threshold requirement of Exemption (b)(7).

Exemption (b)(6) has been asserted in conjunction with (b)(7)(C) to protect the name
and/or identifying information concerning a third party who is of investigative interest to the
FBI. Identifying information withheld includes their name, date of birth and known aliases. To
release the identity of a third party listed as a subject of FBI interest could subject them to
harassment, embarrassment and could cause undue public attention. Furthermore, disclosure of
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their identity could threaten their physical safety. Accordingly, the FBI has determined that the
individual maintains a substantial privacy interest in not having their identity disclosed. Thus,
disclosure of this information would constitute a clearly unwarranted and unwarranted invasion
of their personal privacy.

In light of the substantial privacy interests of a third party of investigative interest, the
FBI examined the records at issue to determine whether there was any outweighing public
interest. The FBI could not identify any discernible public interest. In particular, the FBI could
not determine how the disclosure of the name, and/or identifying information of a third party of
investigative interest would shed any light on the internal operations and activities of the FBL
Thus, the FBI determined that the privacy interests of a third party of investigative interest
outweighed any public interest in disclosure, and that disclosure of their name and identifying
information would constitute a clearly unwarranted and unwarranted invasion of their personal
privacy. Accordingly, the FBI has properly withheld this information pursuant to Exemptions
(b)(6) and (b)(7)(C).

All meaningful, reasonably segregable portions of the document have been released.

Case Number: LD-2008-00384
Judge's Initials : CW
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Trentadue v. CIA Vaughn Index

FOIA/PA Request No.: F-2007-00513
Document Number: C05358211
Date of Document: July 25, 2000
Document Type: Memo |
Classification: Secret
From/To: CIA/FBI
Subject: Reply to Name Trace Request

Document Pages: 2

FOIA Exemptions : Privacy Act Exemptions : Disposition :
X (b) (1) L1 (d) (5) O Denied in Full
L1 (b) (2) LGy (1) @ Pzriial Release
X (b) (3) 1) (2) O Released in Full
[ (b) (4) 1 (k) (1) O Referred to Third Agency
L1 (b) (5) L1k (2)
g (b) (6) L1 (k) (5)
1 (b) (7) (c)
L (b) (7) (d)
L (b) (7) (e)
L (b) (7) ()
Document Description : This document is a 2-page memo dated July 25, 2000 from a CIA

officer to a the FBI Director providing a response to the FBI's request for name trace on named
individuals. Tt is classified SECRET.

The document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3), and
(b)(6).

Exemption (b)(1) and (b)(3) - This document is withheld in part on the basis of
Exemption (b)(1). This document contains information relating to intelligence methods that is
properly classified pursuant to sectionl.4(c) of Executive Order 12958, as amended, and is thus
protected from disclosure by Exemption b(1). This document is also withheld in part on the
basis of Exemption (b)(3). This document contains information relating to intelligence sources
and/or methods, which are specifically exempted from disclosure by Section 102A(i)(1) of the
National Security Act of 1947, as amended, 50 U.S.C.A. § 403-1(i)(1) (West Supp. 2008) and
Section 6 of the Central Intelligence Act of 1949, as amended, 50 U.S.C.A. § 403g (West Supp.
2008), and thus is protected from disclosure by Exemption (b)(3). FOIA exemptions (b)(1) and
(b)(3) were invoked to protect, among other things, information sharing, and CIA intelligence
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regarding named individuals. Disclosure of the classified information withheld from release
pursuant to FOIA exemptions (b)(1) and (b)(3) reasonably could be expected to result in serious
damage to the national security.

Exemption (b)(3) - The CIA Act - Portions of this document are withheld on the basis of
Exemption (b)(3). This document contains information relating to the organization, functions,
names, official titles, or numbers of persons employed by the CIA that is specifically exempted
from disclosure by section 6 of the Central Intelligence Act of 1949, as amended, 50 U.S.C.A. §
403g (West Supp. 2008), and thus is protected from disclosure by Exemption b(3). Specifically,
the CIA withheld administrative information, CIA employee names, file numbers, classification
markings and signatures pursuant to FOIA exemption (b)(3).

Exemption (b)(6) - Portions of this document are withheld on the basis of Exemption
(b)(6). This document contains information, the disclosure of which would constitute a clearly
unwarranted invasion of personal privacy. The public interest in disclosure of this information
does not outweigh the harm to the individual whose privacy would be violated, and thus the
information is protected from disclosure by Exemption b(6). Information withheld pursuant to
FOIA exemption (b)(6) includes names of individuals identified by the FBI in a telephonic
request for traces.

This document was coordinated with the FBI, which released its information in full.

® ok ok ok

All meaningful, reasonably segregable portions of the document have been released.

Case Number: LD-2008-00384
Judge's Initials : CW
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Trentadue v. CIA Vaughn Index

FOIA/PA Request No.: F-2007-00513
Document Number: C05354277
Date of Document:  April 28, 1995
Document Type: Cable
Classification: Secret
From/To: Field/CIA Headquarters
Subject: Possible Information Relating to the Bombings in Oklahoma City

Document Pages: 2

FOIA Exemptions: Privacy Act Exemptions : Disposition :
X (b) (1) C (d) (5) @ Denied in Full
_1(b) (2) C1G) (1) O Partial Release
> (b) (3) ()@ O Released in Full
L1 (b) (4) (k) (1) O Referred to Third Agency
1 (b) (5) [j (k) (2)
X (b) (6) 1 (k) (5)
L1 (b) (7) (c)
L (b) (7) (d)
L1 (b) (7) (e)
1 (b) (7) ()
Document Description : This document is a 2-page, 4-paragraph cable (including 1/2-page

of distribution information) that is dated April 28, 1995. It relays information provided to CIA
regarding a possible suspect in the Oklahoma City bombings. It is classified SECRET.

The document is withheld in its entirety on the basis of FOIA Exemptions (b)(1), (b)(3)
and (b)(6).

Exemption (b)(1) and (b)(3) - This document is withheld in its entirety on the basis of
Exemption (b)(1). This document contains information relating to intelligence activities
(including special activities), intelligence sources, intelligence methods, and foreign relations or
foreign activities of the United States, including confidential sources that is properly classified
pursuant to section 1.4(c), and 1.4(d) of Executive Order 12958, as amended, and is thus
protected from disclosure by Exemption (b)(1). This document is also withheld in its entirety on
the basis of Exemption (b)(3). This document contains information relating to intelligence
sources and/or methods, which are specifically exempted from disclosure by Section 102A(i)(1)
of the National Security Act of 1947, as amended, 50 U.S.C.A. § 403-1(i)(1) (West Supp. 2008)
and Section 6 of the Central Intelligence Act of 1949, as amended, 50 U.S.C.A. § 403g (West
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Supp. 2008), and thus is protected from disclosure by Exemption (b)(3). FOIA exemptions
(b)(1) and (b)(3) were invoked to protect the location of a covert CIA facility, the identity of a
human source, and CIA analysis regarding the source and the intelligence the source provided.

Exemption (b)(3) - The CIA Act - This document is withheld in part on the basis of
Exemption (b)(3). This document contains information relating to the organization, functions,
and names of persons employed by the CIA that is specifically exempted from disclosure by
section 6 of the Central Intelligence Act of 1949, as amended, 50 U.S.C.A. § 403g (West Supp.
2008), and thus is protected from disclosure by Exemption (b)(3). Information withheld pursuant
to FOIA exemption (b)(3) includes, but is not limited to CIA administrative information.

Exemption (b)(6) - This document is withheld in part on the basis of Exemption (b)(6).
This document contains certain personal information, which, if disclosed, would constitute a
clearly unwarranted invasion of personal privacy. The public interest in disclosure of this
information does not outweigh the harm to the individual whose privacy would be violated, and
thus the information is protected from disclosure by Exemption (b)(6). Information withheld
pursuant to FOIA exemption (b)(6) includes the name of the source, the source's address and
telephone number, and identifying information regarding another individual named by the source.

L I S
This document is withheld in its entirety because there is no meaningful non-exempt
information that can be reasonably segregated from the exempt information.

Case Number: LD-2008-00384
Judge's Initials: CW
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FOIA/PA Request No.:  F-2007-00513
Document Number: C05354286
Date of Document: April 29, 1995
Document Type: Cable
Classification: Secret
From/To: CIA Headquarters/Field
Subject: A Note to All of the Volunteers

Document Pages: 2

FOIA Exemptions: Privacy Act Exemptions : Disposition:
X (b) (1) L] (d) (5) @ Denied in Full
L1 (b) (2) OJ Gy (N O Partial Release
™ (b) (3) L1 ()2 ) Released in Full
L1 (b) (4) O (k) (1)  Referred to Third Agency
L (b) (5) (k) (2)
L (b) (6) L1 (k) (3)
L1 (b) (7) (c)
L1 (b) (7) (d)
L (b) (7) (e)
1 (b) (7) (f)
Document Description : This document is a 2-page, 4-paragraph cable (including 1/2-page

of distribution information) that is dated April 29, 1995. CIA Headquarters discusses CIA
response in the aftermath of the Oklahoma City bombing. It is classified SECRET.

The document is withheld in its entirety on the basis of FOIA Exemptions (b)(1) and
(®)3).

Exemption (b)(1) and (b)(3) - This document is withheld in its entirety on the basis of
Exemption (b)(1). This document contains information relating to intelligence activities
(including special activities), and intelligence methods that is properly classified pursuant to
section 1.4(c) of Executive Order 12958, as amended, and is thus protected from disclosure by
Exemption (b)(1). This document is also withheld in its entirety on the basis of Exemption
(b)(3). This document contains information relating to intelligence sources and/or methods,
which are specifically exempted from disclosure by Section 102A(i)(1) of the National Security
Act of 1947, as amended, 50 U.S.C.A. § 403-1(i)(1) (West Supp. 2008) and Section 6 of the
Central Intelligence Act of 1949, as amended, 50 U.S.C.A. § 403g (West Supp. 2008), and thus
is protected from disclosure by Exemption (b)(3). FOIA exemptions (b)(1) and (b)(3) were
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invoked to protect CIA methods for responding to the Oklahoma City bombing, as well as
information about the CIA's plans to track and deter terrorist activities in the future.

Exemption (b)(3) - The CIA Act - This document is withheld in part on the basis of
Exemption (b)(3). This document contains information relating to the organization, functions,
and names of persons employed by the CIA that is specifically exempted from disclosure by
section 6 of the Central Intelligence Act of 1949, as amended, 50 U.S.C.A. § 403g (West Supp.
2008), and thus is protected from disclosure by Exemption (b)(3). Information withheld pursuant
to FOIA exemption (b)(3) includes, but is not limited to, CIA administrative information, the
name of a CIA officer, a CIA internal telephone number, and other CIA employee identifying
information.

E T I
This document is withheld in its entirety because there is no meaningful non-exempt

information that can be reasonably segregated from the exempt information.

Case Number: LD-2008-00384
Judge's Initials : CW


http://www.intelwire.com

INTELWIRE.com http://www.intelwire.com

Trentadue v. CIA Vaughn Index

FOIA/PA Request No.: F-2007-00513
Document Number: C05393308
Date of Document: UNDATED
Document Type: Draft Cable
Classification: Secret
From/To: CIA/FBI
Subject: Oklahoma City Bombing -Draft Cable

Document Pages: 3

FOIA Exemptions: Privacy Act Exemptions : Disposition :
A (b) (1) _(d)(5) @ Denied in Full
[ (b) (2) Z1G) (1) O Partial Release
X (b) (3) L1G) (2) O Released in Full
L1 (b) (4) 1 (k) (1) O Referred to Third Agency
Z (b) (3) (k) (2)
X (b) (6) (k) (5)
C1(b) (7) (c)
— (b) (7) (d)
L (b) (7) (e)
L1 (b) (7) ()
Document Description : This document is a 3-page, 7-paragraph, undated cable from the

CIA to the FBI relating to the Oklahoma City Bombing, providing information on a person of
interest in the Oklahoma City bombing. It is classified SECRET.

The document is withheld in its entirety on the basis of FOIA Exemptions (b)(1), (b)(3).
(b)(3), and (b)(6).

Exemption (b)(1) and (b)(3) - This document is withheld in its entirety on the basis of
Exemption (b)(1). This document contains information relating to intelligence activities,
intelligence sources, intelligence methods, and foreign relations or foreign activities of the
United States, including confidential sources that is properly classified pursuant to section 1.4(c)
and 1.4(d) of Executive Order 12958, as amended, and is thus protected from disclosure by
Exemption (b)(1). This document is also withheld in its entirety on the basis of Exemption
(b)(3). This document contains information relating to intelligence sources and/or methods,
which are specifically exempted from disclosure by Section 102A(i)(1) of the National Security
Act of 1947, as amended, 50 U.S.C.A. § 403-1(i)(1) (West Supp. 2008) and Section 6 of the
Central Intelligence Act of 1949, as amended, 50 U.S.C.A. § 403g (West Supp. 2008), and thus
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is protected from disclosure by Exemption (b)(3). FOIA exemptions (b)(1) and (b)(3) were
invoked to protect CIA intelligence sources and methods, including, but not limited to, CIA
intelligence regarding a person of interest in the Oklahoma City bombing and CIA analysis
regarding allegations made regarding the bombing, information sharing, search methods, and the
location of a covert CIA facility. Disclosure of the classified information withheld pursuant to
FOIA exemptions (b)(1) and (b)(3) reasonably could be expected to result in serious damage to
the national security.

Exemption (b)(3) - The CIA Act - This document is withheld in part on the basis of
Exemption (b)(3). This document contains n}fm mation relating to the organization, functions,
names of persons employed by the CIA thaf“f&’spcclﬁcally exempted from disclosure by section 6
of the Central Intelligence Act of 1949, as amended, 50 U.S.C.A. § 403g (West Supp. 2008), and
thus is protected from disclosure by Exemption (b)(3). Information withheld pursuant to FOIA
exemption (b)(3) includes, but is not limited to, CIA administrative information, CIA employee
names, and other CIA employee identifying information.

Exemption (b)(5) - This document is withheld in part on the basis of Exemption (b)(5).
This document contains information, legal analysis, and/or opinion prepared by a CIA attorney in
contemplation of criminal proceedings. Specifically, paragraph 7 of the cable was prepared by a
CIA attorney and describes the CIA's plans to coordinate inter-agency requests with the
prosecutor in the Oklahoma City bombing trial. It was prepared by the CIA attorney with the
expectation of the attorney that it would be held in confidence, and it has been held in
confidence. This attorney work product is thus protected from disclosure by Exemption (b)(5).

FOIA Exemption (b)(6) - Portions of this document are withheld on the basis of
Exemption (b)(6). This document contains personal information, the disclosure of which would
constitute a clearly unwarranted invasion of personal privacy, specifically a person's Social
Security Number and date and place of birth. The public interest in disclosure of this information
does not outweigh the harm to the individual whose privacy would be violated, and thus the
information is protected from disclosure by Exemption (b)(6). Additionally, information
withheld pursuant to FOIA exemption (b)(6) includes the name of an FBI agent, the name of a
person of interest, and the person of interest's social security number, date of birth, and other
descriptive information.

This document is withheld in its entirety because there is no meaningful non-exempt
information that can be reasonably segregated from the exempt information.

Case Number: LD-2008-00384
Judge's Initials : CW
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